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DUH VZHDW\ DQG \RX KRSH WKH VFDQQHU ZLOO QRW UHDG \RXU ILQJHUSULQW









RIILFHU FRXOG QRW KDYH IRUFHG \RX WR XQORFN LW ZLWKRXW D ZDUUDQW
&RPSXOVLRQ WR SURYLGH \RXU QRUPDO SDVVZRUG ZRXOG KDYH EHHQ
SURWHFWHG E\ WKH )LIWK$PHQGPHQW SULYLOHJH DJDLQVW VHOILQFULPLQDWLRQ
+RZHYHUSURYLGLQJDELRPHWULFSDVVZRUG LVQRWSURWHFWHGE\ WKH)LIWK
$PHQGPHQWSULYLOHJH
0RGHUQ WHFKQRORJLHV VXFK DV $SSOH·V 7RXFK ,' DQG )DFH ,'
6DPVXQJ·V ,ULV 6FDQQHU DQG HYHQ ILQJHUSULQW VFDQQHUV RQ WKH DYHUDJH
ODSWRSFKDOOHQJHWKHWUDGLWLRQDOUXOHWKDWELRPHWULFGDWDLVQRWSURWHFWHG
E\ WKH )LIWK $PHQGPHQW SULYLOHJH  7KHVH UHFHQW WHFKQRORJLHV XVH D
SHUVRQ·VELRPHWULFGDWDLQDGLIIHUHQWFRQWH[WWKDQLWZDVWUDGLWLRQDOO\XVHG
EXW LVXVHGQRGLIIHUHQWO\ WKDQ DQ DOSKDQXPHULFSDVVZRUG +RZHYHU
RQO\ FRPSXOVLRQ RI DOSKDQXPHULF SDVVZRUGV LV SURWHFWHG E\ )LIWK
$PHQGPHQW SULYLOHJH DQG WKH LQFUHDVLQJ XVH RI ELRPHWULF HQFU\SWLRQ
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SURYLGLQJ ELRPHWULF GDWD LV PHUHO\ IRU LGHQWLILFDWLRQ SXUSRVHV  $V D




7KLV 1RWH SURSRVHV D FRPELQHG DUJXPHQW IRU D QHZ GRFWULQH
WHVWLPRQLDOELRPHWULFVWKDWDGHIHQVHDWWRUQH\FDQXVHLQFRXUWWRVZD\WKH






EORRG VDPSOH IURPD VXVSHFWHGGUXQNGULYHU IRU D EORRGDOFRKRO WHVWGLGQRW YLRODWH WKH
VXVSHFW·VSULYLOHJHDJDLQVWVHOILQFULPLQDWLRQEHFDXVHLWLVQRWWHVWLPRQLDO6HHDOVR8QLWHG
6WDWHV Y'LRQLVLR 86    UXOLQJ WKDW FRPSXOVLRQRIDYRLFH VDPSOHGLGQRW
YLRODWH WKH SULYLOHJH EHFDXVH FRPSHOOHG GLVSOD\ RI LGHQWLILDEOH SK\VLFDO FKDUDFWHULVWLFV
LQIULQJHV QR LQWHUHVW SURWHFWHG E\ WKH SULYLOHJH DJDLQVW FRPSXOVRU\ VHOILQFULPLQDWLRQ














KROGLQJ WKDW FRPSXOVLRQRI D ILQJHUSULQW WRXQORFNDSHUVRQ·VGHYLFH LV WHVWLPRQLDO DQG
WKHUHIRUHSURWHFWHGE\WKHSULYLOHJHDJDLQVWVHOILQFULPLQDWLRQ,QWKH0DWWHURIWKH6HDUFK
RID5HVLGHQFHLQ2DNODQG&DO1R:/DW²1'&DO-DQ
 IROORZLQJ WKH H[DPSOH VHW LQ ,Q UH $SSOLFDWLRQ IRU D 6HDUFK:DUUDQW WKDW SURYLGLQJ
ELRPHWULFVWRXQORFNDGHYLFHLVSURWHFWHGE\WKHSULYLOHJHDJDLQVWVHOILQFULPLQDWLRQ
 6HH LQIUD3DUW,,, SURSRVLQJDQDUJXPHQW WKDWDGHIHQVHDWWRUQH\FDQXVH LQFRXUW WR
DUJXH LQ IDYRURIH[WHQGLQJWKHSULYLOHJH WRFRYHUFRPSXOVLRQRIDSHUVRQ·VELRPHWULFV WR
XQORFNWKDWSHUVRQ·VGHYLFH
 6HH L3KRQH ; $33/( 6HSW   KWWSVZZZDSSOHFRPLSKRQH[
>KWWSSHUPDFF60+9+-@GLVSOD\LQJWKHL3KRQH;·VQHZWHFKQRORJ\WRXQORFNDFFHVV
WR D GHYLFH XVLQJ IDFLDO UHFRJQLWLRQ )DFH ,'  7KLV LV WKH ILUVW $SSOH SKRQH VLQFH WKH
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XQGHUVWDQG WKH )LIWK $PHQGPHQW SULYLOHJH DQG HQFU\SWLRQ  6HFRQG
3DUW ,,, GHOYHV LQWR WKH DQDO\VLVZKLFK SURYLGHV WKH OLQHV RI UHDVRQLQJ
QHFHVVDU\ WR PDNH WKH DUJXPHQW IRU H[WHQGLQJ WKH SULYLOHJH LQ IXWXUH
OLWLJDWLRQ  1H[W 3DUW ,9 FRQWULEXWHV WKH QHZ GRFWULQH RI WHVWLPRQLDO
ELRPHWULFV DGGUHVVHV SRVVLEOH FRXQWHUDUJXPHQWV WR WKH GRFWULQH
LQFOXGLQJ LWV OLPLWV DQG OD\V RXW KRZ D GHIHQVH DWWRUQH\ FDQ XVH LW




LQFULPLQDWLRQ WR FRPSXOVLRQ RI D SHUVRQ·V ELRPHWULFV WR XQORFN WKDW
SHUVRQ·VGHYLFHUHTXLUHVEDFNJURXQGRIWKHSULYLOHJHZKDWHQFU\SWLRQLV
DQG ZKDW HQFU\SWLRQ WUDGLWLRQDOO\ SURWHFWV  3DUW ,,$ EHJLQV ZLWK D
LQWURGXFWLRQRIWKHVLQWRQRWXVH$SSOH·VVLJQDWXUH7RXFK,',G+RZHYHU$SSOH·V
L3KRQH  DQG  3OXV UHWDLQ WKDW IHDWXUH  6HH L3KRQH  $33/( 2FW  
KWWSVZZZDSSOHFRPLSKRQHVSHFV >KWWSVSHUPDFF*=<88.@ H[SODLQLQJ
WKH L3KRQH ·V FDSDELOLWLHV DQG IHDWXUHV  )XUWKHU ODSWRSV FRQWLQXH WR XVH ILQJHUSULQW
VFDQQHUVDVDQDOWHUQDWLYHWRDWUDGLWLRQDODOSKDQXPHULFSDVVFRGHWRXQORFNWKHFRPSXWHU
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)RXUWK $PHQGPHQW SURWHFWLRQ DJDLQVW XQUHDVRQDEOH VHDUFKHV DQG
VHL]XUHV
$ 3ULYLOHJH$JDLQVW6HOI,QFULPLQDWLRQ
)LUVW LW LV YLWDO WR XQGHUVWDQG ZKDW WKH SULYLOHJH DJDLQVW VHOI
LQFULPLQDWLRQ LV DQG LWV KLVWRU\ EHIRUH GLVFXVVLQJ ZK\ LW VKRXOG EH
H[WHQGHGWRFRYHUELRPHWULFHQFU\SWLRQ7KH)UDPHUVRIWKH&RQVWLWXWLRQ
LQFOXGHGWKHSULYLOHJHDJDLQVWVHOILQFULPLQDWLRQDVWKHWKLUGFODXVHRIWKH
)LIWK $PHQGPHQW  7KH FODXVH VWDWHV WKDW ´QR SHUVRQVKDOO EH
GUXJ IDUP ZDV SUHVHQW YLRODWHG WKH )RXUWK $PHQGPHQW SURWHFWLRQ IURP XQUHDVRQDEOH
VHDUFKHV DQG VHL]XUHV &DVHV OLNH.\OOR&DUSHQWHU DQG5LOH\ VKRZ WKH 6XSUHPH&RXUW·V













WKHLU RZQ FRQVWLWXWLRQV  ,G  +RZHYHU WKH RULJLQ RI WKH SULYLOHJH SUHGDWHV WKHVH VWDWH
FRQVWLWXWLRQVVLJQLILFDQWO\6HHLGGHVFULELQJWKHVHYHQWHHQWKFHQWXU\(QJOLVKURRWVRIWKH







 7(; / 5(9   GLVFXVVLQJWKHQHZVFKRODUVKLSWKDWOHGWRWKHQHZEHOLHIWKDWWKH
SULYLOHJHZDVERUURZHG IURPPHGLHYDO DQG5HQDLVVDQFH(XURSH -RKQ+/DQJEHLQ7KH
+LVWRULFDO2ULJLQVRIWKH3ULYLOHJH$JDLQVW6HOI,QFULPLQDWLRQDW&RPPRQ/DZ0,&+ / 5(9
  DVVHUWLQJ WKDW WKHSULYLOHJHJDLQHGSURPLQHQFH LQ WKHODWHHLJKWHHQWKFHQWXU\
ZLWKWKHULVHRIDGYHUVDULDOV\VWHPVRIFULPLQDOSURFHGXUH%RWK/DQJEHLQDQG/HY\SURYLGH
LQWHUHVWLQJ KLVWRULFDO DSSURDFKHV WR WKH RULJLQ RI WKH SULYLOHJH WKDW FDQ KHOS IXUWKHU
XQGHUVWDQGWKHSULYLOHJH·V UROH LQ$PHULFDQ MXULVSUXGHQFH &RPSDUH LG DUJXLQJ WKDW WKH
SULYLOHJH·V SURPLQHQFH FRLQFLGHG ZLWK WKH WUDQVLWLRQ WR DGYHUVDULDO V\VWHPV RI FULPLQDO
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FRPSHOOHG LQ DQ\ FULPLQDO FDVH WR EH D ZLWQHVV DJDLQVW KLPVHOIµ  $
VLPSOH VWDWHPHQW LQ WKHRU\ DSSO\LQJ WKH SULYLOHJH SURYHG IDU PRUH




2YHU WKH IROORZLQJ FHQWXULHV WKH 6XSUHPH&RXUW DQG ORZHU FRXUWV
IDFHG WKH WDVN RI LQWHUSUHWLQJ WKH VFRSH DQG LPSOHPHQWDWLRQ RI WKH
SULYLOHJHPDQ\WLPHV,QGHHGSULRUWRWKHUDWLILFDWLRQRIWKH)RXUWHHQWK




 86 &2167 DPHQG96HHDOVR)LIWK$PHQGPHQW$Q2YHUYLHZ&251(//81,9 / 6&+
KWWSVZZZODZFRUQHOOHGXZH[)LIWKB$PHQGPHQW VWDWLQJ WKDW WKH SULYLOHJH SURWHFWV
FULPLQDOGHIHQGDQWVDQGZLWQHVVHVIURPEHLQJFRPSHOOHGWRSURYLGHWHVWLPRQ\WKDWZRXOG
LQFULPLQDWHWKHPVHOYHV
 6HH$NKLO5HHG$PDU	5HQHH%/HWWRZ)LIWK$PHQGPHQW )LUVW3ULQFLSOHV  7KH 6HOI
,QFULPLQDWLRQ&ODXVH 0,&+ / 5(9  ´7KH6HOI,QFULPLQDWLRQ&ODXVHRIWKH)LIWK
$PHQGPHQWLVDQXQVROYHGULGGOHRIYDVWSURSRUWLRQVD*RUGLDQNQRWLQWKHPLGGOHRIRXU
%LOORI5LJKWVµ 6HHDOVR5RQDOG -$OOHQ	0.ULVWLQ0DFH7KH6HOI,QFULPLQDWLRQ&ODXVH
([SODLQHG DQG ,WV )XWXUH 3UHGLFWHG  - &5,0 / 	 &5,0,12/2*<   ´7HVWLPRQ\
KRZHYHUKDVQHYHUEHHQGHILQHGFOHDUO\DQGLVWKHVRXUFHRIWKHUHPDLQLQJXQSUHGLFWDELOLW\
LQWKHIXWXUHRIWKH)LIWK$PHQGPHQWµ $OEHUW:$OVFKXOHU$3HFXOLDU3ULYLOHJHLQ+LVWRULFDO













WKH WHVWLPRQ\ ´LQKHUHQW LQ WKH DFW RI SURGXFLQJµ GRFXPHQWV $QGUHZ - 0 %HQW] 7KH
2ULJLQDO3XEOLF0HDQLQJRIWKH)LIWK$PHQGPHQWDQG3UH0LUDQGD6LOHQFH9$ / 5(9  
 ´8QIRUWXQDWHO\ WKHUH LV QR HYLGHQFH RI 0DGLVRQ·V PRWLYDWLRQV IRU FKDQJLQJ WKH
W\SLFDOSKUDVLQJRIWKHULJKW+HVDLGQRWKLQJGXULQJKLVSUHVHQWPHQWRIWKHDPHQGPHQWV
DERXWWKHULJKWDJDLQVWVHOILQFULPLQDWLRQµ




 6HH ,QFRUSRUDWLRQ 'RFWULQH &251(// 81,9 / 6&+ KWWSVZZZODZFRUQHOOHGX
ZH[LQFRUSRUDWLRQBGRFWULQH VWDWLQJ WKDW WKH )LIWK $PHQGPHQW KDV EHHQ SDUWLDOO\
LQFRUSRUDWHGZLWKWKHULJKWWRDQLQGLFWPHQWE\DJUDQGMXU\QRW\HWLQFRUSRUDWHG,QGHHG
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&RXQVHOPDQY+LWFKFRFNXVKHUHG LQ WKHH[WHQVLRQRI WKHSULYLOHJH WR
ZLWQHVVHV LQ FULPLQDO SURFHHGLQJV  3ULRU WR&RXQVHOPDQ WKH SULYLOHJH
JHQHUDOO\ DSSOLHG RQO\ WR FULPLQDO GHIHQGDQWV  $ ZLWQHVV QRW WKH
GHIHQGDQWDWWULDOZDVDWULVNRILQFULPLQDWLQJKHUVHOIZKLOHWHVWLI\LQJDVD
ZLWQHVV GXULQJ D VHSDUDWH SURFHHGLQJ  (YHQ LI DZLWQHVV WHVWLILHG RQ
EHKDOI RI WKH SURVHFXWLRQ VKH FRXOG RSHQ KHUVHOI XS WR SURVHFXWLRQ
WKURXJKKHUSRVVLEO\ VHOILQFULPLQDWLQJ WHVWLPRQ\  ,Q&RXQVHOPDQ WKH
&RXUWIRXQGWKDWWKHSULYLOHJHDSSOLHGWRERWKFULPLQDOGHIHQGDQWVDVZHOO
WKHSULYLOHJHDJDLQVWVHOILQFULPLQDWLRQGLGQRWEHFRPHLQFRUSRUDWHGXQWLOLQ0DOOR\Y












DV FULPLQDO GHIHQGDQWV  7KH 1RUWKHUQ 'LVWULFW RI ,OOLQRLV LVVXHG D VXESRHQD UHTXLULQJ
&RXQVHOPDQ WR DSSHDU LQ FRXUW DV DZLWQHVV  ,G DW ²  &RXQVHOPDQ DSSHDUHG DQG
UHIXVHGWRDQVZHUVHYHUDOTXHVWLRQVDVNHGRIKLPE\WKHFRXUW,G8SRQKLVUHIXVDOKHZDV





 6HHJHQHUDOO\67(9(10 6$/.<	 3$8/% +<1(6-57+(35,9,/(*(2)6,/(1&( ),)7+
$0(1'0(17 3527(&7,216 $*$,167 6(/),1&5,0,1$7,21   QRWLQJ WKDW DIWHU
UDWLILFDWLRQWKHFRXUWVLQLWLDOO\XQGHUVWRRGWKHDPHQGPHQWWRVLPSO\DIILUPWKHFRPPRQ
ODZ SURWHFWLRQV DIIRUGHG GHIHQGDQWV DJDLQVW LPSURSHU PHWKRGV XVHG IRU JDLQLQJ
FRQIHVVLRQV
 6HHLGH[SODLQLQJWKDWWKHSULYLOHJHZDVRULJLQDOO\RQO\WKRXJKWWRDIILUPFRPPRQODZ
SULQFLSOHV WKDW RQO\ GHIHQGDQWVZHUH SURWHFWHG IURP IRUFHG VHOILQFULPLQDWLRQ  6HH DOVR
&RXQVHOPDQ 86 DW  GLVFXVVLQJ KRZ1HZ <RUN·V YHU\ VLPLODU VWDWH FRQVWLWXWLRQ
SULYLOHJHZDVLQWHUSUHWHGE\1HZ<RUNFRXUWVWRRQO\SURWHFWFULPLQDOGHIHQGDQWV
 6HH&RXQVHOPDQ86DWSURYLGLQJWKDWZLWQHVVHVDQGFULPLQDOGHIHQGDQWVDUH
JLYHQ WRWDO WUDQVDFWLRQDO LPPXQLW\ IURP IXWXUH SURVHFXWLRQ EHFDXVH RI WKHLU WHVWLPRQ\
2ULJLQDOO\&RXQVHOPDQUHTXLUHGIXOO´WUDQVDFWLRQDOµLPPXQLW\PHDQLQJWKDWWKHZLWQHVVRU
GHIHQGDQWLQDFULPLQDOSURFHHGLQJFRXOGQRWEHWKHVXEMHFWRIIXWXUHSURVHFXWLRQGXHWRDQ\
SDUW RI KHU WHVWLPRQ\  6HH LG KROGLQJ WKDW ZLWQHVVHV DQG FULPLQDO GHIHQGDQWV UHFHLYH
FRPSOHWHLPPXQLW\IURPVHOILQFULPLQDWLQJWHVWLPRQ\$PDU	/HWWRZVXSUDQRWHDW
H[SRXQGLQJ KRZ &RXQVHOPDQ DIIHFWHG WKH OHYHO RI LPPXQLW\ ZLWQHVVHV DQG GHIHQGDQWV
UHFHLYH +RZHYHUIXOOWUDQVDFWLRQDOLPPXQLW\ZDVODWHURYHUWXUQHGLQ.DVWLJDUY8QLWHG
6WDWHV 6HH.DVWLJDUY8QLWHG6WDWHV86²
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DV ZLWQHVVHV LQ D FULPLQDO SURFHHGLQJ  'HVSLWH WKLV H[WHQVLRQ WKH
6XSUHPH&RXUWGLGQRWFUHDWHDQ\NLQGRIVXUHILUHZD\RIDSSO\LQJWKH
SULYLOHJHWRDVHWRIIDFWV7KDWNLQGRIDQDO\VLVZRXOGQRWFRPHDORQJ
XQWLO QHDU WKH HQGRI WKH WZHQWLHWK FHQWXU\  6WLOO WKH 6XSUHPH&RXUW
FRQWLQXHGWRH[SDQGWKHVFRSHRISULYLOHJH
%ODXY8QLWHG6WDWHV UHLWHUDWHG WKDW WKHSULYLOHJHQRWRQO\SURWHFWHG




WKDW GLUHFWO\ VXSSRUWHG FRQYLFWLRQ DQG DQ\ UHVSRQVH WKDW ZDV DQ










 6HH )LVKHU Y 8QLWHG 6WDWHV  86    SURYLGLQJ D WKUHHSDUW WHVW WR
GHWHUPLQHZKHWKHUWKHSULYLOHJHDSSOLHVWRWKHGLVFORVXUHWKHJRYHUQPHQWVHHNVWRFRPSHO
 6HH%ODXY8QLWHG6WDWHV86SURWHFWLQJUHVSRQVHVWKDWPD\QRW
GLUHFWO\ VXSSRUW D FRQYLFWLRQ EXW ZHUH SDUWV RI WKH FKDLQ RI HYLGHQFH WKDW VXSSRUWHG D
FRQYLFWLRQ
 6HH LG VWDWLQJ WKDW UHVSRQVHV WKDW DUH SDUW RI WKH HYLGHQWLDU\ FKDLQ WKDW VXSSRUWV D
FRQYLFWLRQDUHDOVRSULYLOHJHG,Q%ODXWKH6XSUHPH&RXUWODLGWRUHVWWKHQRWLRQWKDWRQO\








WKH VWDQGDUG UHDFKHG LQ %ODX WKDW UHVSRQVHV WKDW FUHDWH D OLQN LQ WKH FKDLQ RI HYLGHQFH
VXSSRUWLQJDFRQYLFWLRQDUHSURWHFWHG
 6HH HJ+RIIPDQ 86 DW ² H[SRXQGLQJZKDW WKH LQWHQW DQG VFRSH RI WKH
SULYLOHJH LV  6HH DOVR 0LUDQGD Y $UL]RQD  86  ²  GLVFXVVLQJ WKH
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7ZR H[DPSOHV RI WKHVH GHFLVLRQV DUH+RIIPDQ Y 8QLWHG 6WDWHV DQG
8OOPDQQY8QLWHG6WDWHV,Q+RIIPDQWKH6XSUHPH&RXUWPDGHQRWHRI
WKHJURZLQJQXPEHURIFDVHVLQIURQWRILWLQZKLFKSHUVRQVDVVHUWHGWKH
SULYLOHJH GXULQJ IHGHUDO JUDQG MXU\ LQYHVWLJDWLRQV  ,W UHLWHUDWHG WKH
LPSRUWDQW QHFHVVLW\ WKDW MXGJHV DQG SURVHFXWRUV ´EH ¶DOHUW WR UHSUHVV·µ
DEXVHV RI WKH IHGHUDO JUDQG MXU\  7KH 6XSUHPH&RXUW QRWHG WKDW WKH
)UDPHUV LQFOXGHG WKHSULYLOHJHEHFDXVH WKH\EHOLHYHG WKDWXQKDPSHUHG
ODZHQIRUFHPHQWVDFULILFHG´RWKHUVRFLDOREMHFWVRIDIUHHVRFLHW\µ7KH
&RXUW LQ 8OOPDQQ LQFOXGHG D OHQJWK\ GLDORJXH RI WKH SULYLOHJH·V
LPSRUWDQFHLQRXUIUHHVRFLHW\DQGHYHQDFNQRZOHGJHGWKH´IDUUHDFKLQJ
HYLOµ RI WKH ,QTXLVLWLRQ DQG6WDU&KDPEHU WKHSULYLOHJHZDV HQDFWHG WR
SUHYHQW,WGLVFXVVHGWKHSULYLOHJH·VOHQJWK\KLVWRU\DQGWKHLGHDWKDW´LW
ZHUH EHWWHU IRU DQ RFFDVLRQDO FULPH WR JR XQSXQLVKHG WKDQ WKDW WKH
SURVHFXWLRQ VKRXOG EH IUHH WR EXLOG XS D FULPLQDO FDVHZLWK WKH
DVVLVWDQFH RI HQIRUFHG GLVFORVXUHV E\ WKH DFFXVHGµ 8OOPDQQ IXUWKHU
 6HH+RIIPDQ 86 DW ² SURYLGLQJJXLGDQFH RQ WKH OLEHUDO FRQVWUXFWLRQDQG
VWULFWHQIRUFHPHQWRI WKHSULYLOHJH8OOPDQQY8QLWHG6WDWHV86² 




WKH SULYLOHJH GXULQJ IHGHUDO JUDQG MXU\ LQYHVWLJDWLRQV  ,G  7KH JRYHUQPHQW LVVXHG D
VXESRHQDRQ+RIIPDQWRDSSHDUEHIRUHDJUDQGMXU\DQGWHVWLI\UHJDUGLQJVHYHUDOFULPLQDO






 ,G DW   7KLV FDVH DURVH GXULQJ WKH WLPH RI0F&DUWK\LVP ZKHQ 6HQDWRU -RVHSK
0F&DUWK\EHJDQDUHOHQWOHVVFDPSDLJQWRURRWRXWFRPPXQLVPLQWKH8QLWHG6WDWHV-RVHSK
5 0F&DUWK\ +,6725< KWWSZZZKLVWRU\FRPWRSLFVFROGZDUMRVHSKPFFDUWK\
>KWWSVSHUPDFF%&<@ GHVFULELQJ 0F&DUWK\LVP DQG KRZ 6HQDWRU 0F&DUWK\
RSHUDWHG KLV FDPSDLJQ DJDLQVW FRPPXQLVP  0F&DUWK\ XVHG KLV SRZHU WR ODXQFK
LQYHVWLJDWLRQV LQWR FLWL]HQV DQG HQFRXUDJH SURVHFXWRUV WR FKDUJH FLWL]HQV VXVSHFWHG RI
FRPPXQLVP,G
 +RIIPDQY8QLWHG6WDWHV86+RIIPDQLVFRQVLGHUHGWKHGHILQLQJ
FDVH IRU LQFULPLQDWLRQ  6HH /LVD 7DUDOOR 7KH )LIWK $PHQGPHQW 3ULYLOHJH $JDLQVW 6HOI
,QFULPLQDWLRQ7KH7LPH+DV&RPHIRUWKH8QLWHG6WDWHV6XSUHPH&RXUWWR(QG,WV6LOHQFHRQWKH
5DWLRQDOH%HKLQG WKH&RQWHPSRUDU\$SSOLFDWLRQ RI WKH3ULYLOHJH 1(:(1* / 5(9  
 VWDWLQJWKDW+RIIPDQSURYLGHVWKHOHDGLQJGHILQLWLRQIRUVHOILQFULPLQDWLQJHYLGHQFH
 8OOPDQQ86DW7KH6WDU&KDPEHUDQG,QTXLVLWLRQKDGDKLVWRU\RIRSSUHVVLRQ




LWV XVH 6$/.<	 +<1(6 -5 VXSUDQRWH  DW  H[SRXQGLQJ D VKRUW KLVWRU\ RI WKH 6WDU
&KDPEHUDQGLWVXVHRIWKHRDWKH[RIILFLR
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ZDUQHG DJDLQVW DSSURDFKLQJ WKH SULYLOHJH LQ D KRVWLOHPDQQHU EHFDXVH
GRLQJVRGLGQRWSURSHUO\KRQRULWVFUHDWRUV3HUKDSVWKHPRVWKHOSIXO





%URNHQ LQWR WKH WKUHH SDUWV WKLV QHZ WHVW UHTXLUHV WKDW D SHUVRQ EH
FRPSHOOHG E\ WKH JRYHUQPHQW WR JLYH WHVWLPRQ\ WKDW LV
LQFULPLQDWLQJ  7KH WHVW VHHPV VLPSOH HQRXJK EXW WKH WHVWLPRQLDO
HOHPHQW FDXVHV SUREOHPV ZKHQ D QHZ LVVXH DULVHV WKDW WLSWRHV WKH
WHVWLPRQLDOOLQH6XFKDFDVHDULVHVZLWKWKHFRPSXOVLRQRIELRPHWULFVWR
XQORFNDGHYLFHZKLFKFKDOOHQJHVSUHFHGHQWKROGLQJVWKDWFRPSXOVLRQRI
ELRPHWULF GDWD LV QRW WHVWLPRQLDO  %XW ILUVW EHIRUH PRYLQJ WR D
 6HH 8OOPDQQ Y 8QLWHG 6WDWHV  86  ² VWDWLQJ WKDW DSSURDFKLQJ WKH
SULYLOHJHLQDKRVWLOHPDQQHUGLGQRWKRQRUWKH´SDWULRWVZKRVSRQVRUHGWKH%LOORI5LJKWVDV





 )LVKHU86 DW 6HH DOVR$OOHQ	0DFH VXSUDQRWH DW UHIHUULQJ WR WKH
DSSURDFKWDNHQLQ)LVKHUDVWKH´QHZWH[WXDODQDO\WLFDODSSURDFKµTXRWLQJ/DQFH&ROH7KH
)LIWK $PHQGPHQW DQG &RPSHOOHG 3URGXFWLRQ RI 3HUVRQDO 'RFXPHQWV $IWHU 8QLWHG 6WDWHV Y




,QFULPLQDWLRQDQGWKH(SLVWHPRORJ\RI7HVWLPRQ\&$5'2=2/ 5(9  VWDWLQJWKDW












 6HH -DFN/LQVKL:K\ WKH&RQVWLWXWLRQ&DQ3URWHFW3DVVZRUGV%XW1RW)LQJHUSULQW6FDQV
7,0(1RY H[SORULQJZK\ILQJHUSULQWVFDQVDUHQRWSURWHFWHGLQ WKH IDFHRI WKH
LQWURGXFWLRQ RI 7RXFK ,'  6HH DOVR 6FKPHUEHU Y &DOLIRUQLD 86  ² 
UHDVRQLQJ WKDW SURYLGLQJ D ELRPHWULF VXFK DV D EORRG VDPSOH GRHV QRW IDOO XQGHU WKH
SURWHFWLRQRI WKHSULYLOHJHEHFDXVH LW LVQRWWHVWLPRQLDO 6HHJHQHUDOO\6DOHVVXSUDQRWH
H[SODLQLQJKRZWKHULVHRIELRPHWULFVLVFKDOOHQJLQJWKHWUDGLWLRQDOMXULVSUXGHQFHIRUVHOI
LQFULPLQDWLRQ)RUDUHFHQWH[DPSOHZKHUHDFRXUWKHOGWKDWFRPSXOVLRQRIELRPHWULFGDWD
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WUDGLWLRQDO HQFU\SWLRQ DQG ELRPHWULF HQFU\SWLRQ ZRUN  (QFU\SWLRQ
EHJDQ ORQJ EHIRUH WKH DGYHQW RI FRPSXWHUV EXW WKH IRFXV KHUH LV RQ














 6HH -HII 7\VRQ +RZ (QFU\SWLRQ :RUNV +2: 678)) :25.6
KWWSVFRPSXWHUKRZVWXIIZRUNVFRPHQFU\SWLRQKWP >KWWSVSHUPDFF+''<60@








 6HH LG H[SODLQLQJ WKH WHFKQLFDO GHWDLOV EHKLQG FRPSXWHU HQFU\SWLRQ  (QFU\SWLRQ
JHQHUDOO\WDNHVWKHIRUPRIV\PPHWULFNH\HQFU\SWLRQRUSXEOLFNH\HQFU\SWLRQ,G6HHDOVR
:KLWVRQ*RUGRQ$%HJLQQHU·V*XLGHWR(QFU\SWLRQ:KDW,W,VDQG+RZWR6HW,W8S/,)(+$&.(5
-DQ   KWWSVOLIHKDFNHUFRPDEHJLQQHUVJXLGHWRHQFU\SWLRQZKDWLWLVDQG
KRZWR>KWWSVSHUPDFF4'/'3'@SURYLGLQJPRUHLQIRUPDWLRQRQKRZ






 6HH7\VRQ VXSUD QRWH  KLJKOLJKWLQJ WKH IDFW WKDW WKHGHFU\SWLRQ NH\ LV QHHGHG WR
XQVFUDPEOHWKHLQIRUPDWLRQRQWKHGHYLFH6HHDOVR6DOHVVXSUDQRWHDW²H[SODLQLQJ
KRZWUDGLWLRQDOHQFU\SWLRQZRUNVRQHOHFWURQLFGHYLFHV(IUHQ/HPXV:KHQ)LQJHUSULQWV$UH
.H\  5HLQVWDWLQJ 3ULYDF\ WR WKH 3ULYLOHJH $JDLQVW 6HOI,QFULPLQDWLRQ LQ /LJKW RI )LQJHUSULQW
(QFU\SWLRQLQ6PDUWSKRQHV608 / 5(9  ² H[SRXQGLQJKRZHQFU\SWLRQ
ZRUNVLQGHYLFHV





SHUVRQ DFFHVVLQJ WKH LQIRUPDWLRQ LV WKH WUXVWHG XVHU DQG GHFU\SWV WKH
LQIRUPDWLRQ  7KLV NH\ FDQ EH D SDVVFRGH VXFK DV D VHULHV RI OHWWHUV
QXPEHUVDQGVLJQDOV7KHGHFU\SWLRQNH\FDQDOVREHDXQLTXHELRPHWULF
IHDWXUHVXFKDVDILQJHUSULQW:KLOHLWLVSRVVLEOHWRKDFNDQGGHFU\SW




EH SURYLGHG ZKLFK WKHQ DFWV DV WKH DOWHUQDWLYH IRU WKH DOSKDQXPHULF
SDVVZRUG7KHVRIWZDUHWKHQJLYHVWKDWXQLTXHELRPHWULFGDWXPVD\D
 6HH7\VRQVXSUDQRWHH[SODLQLQJWKDWWKHRQO\HIILFLHQWZD\WRGHFU\SWDGHYLFHLVWR
XVH WKH GHFU\SWLRQ NH\  6HH DOVR /HPXV VXSUD QRWH  DW ² SURYLGLQJ WKDW WKH
HQFU\SWLRQNH\´LVUHTXLUHGWRIXOO\GHFU\SWDQHQFU\SWHGGHYLFHµ6DOHVVXSUDQRWHDW
VWDWLQJWKDWWKHWH[WRQDGHYLFH´HVVHQWLDOO\EHFRPHVXQUHDGDEOHDSSHDULQJDVUDQGRP








 6HH5RJHU&KHQJ7KH3HUIHFW3DVVZRUG"<RX·YH3XW<RXU)LQJHU RQ ,W&1(7 $XJ
 KWWSVOLIHKDFNHUFRPDEHJLQQHUVJXLGHWRHQFU\SWLRQZKDWLWLVDQGKRZWR
 >KWWSVSHUPDFF/.'85@ GLVFXVVLQJ WKH LQFUHDVHG VHFXULW\ LQ XVLQJ D
ILQJHUSULQWDVWKHSDVVZRUGWRDGHYLFHLQVWHDGRIDWUDGLWLRQDOSDVVZRUG 6HH6DOHVVXSUD
QRWHDW´9DULRXVELRPHWULFDXWKHQWLFDWLRQPHWKRGVFXUUHQWO\H[LVW6RPHRIWKHPRUH
SUHYDOHQW RQHV LQFOXGH ILQJHUSULQW DQDO\VLV IDFLDO UHFRJQLWLRQ LULV VFDQQLQJ YRLFH
UHFRJQLWLRQDQG'1$DQDO\VLVµ
 6HH7\VRQVXSUDQRWHH[SRXQGLQJKRZHQFU\SWLRQLVGLIILFXOWDQGWLPHFRQVXPLQJ
IRU D KDFNHU WR DWWHPSW WR EUHDN WKURXJKZLWKRXW KDYLQJ WKH GHFU\SWLRQ NH\  7KH QHZ
VWDQGDUGIRUHQFU\SWLRQVWUHQJWKLVWKH$GYDQFHG(QFU\SWLRQ6WDQGDUG$(6,G$(6XVHV
DQGELWGHFU\SWLRQNH\V,G)RUH[DPSOHDELWHQFU\SWLRQNH\FDQKDYH
PRUH WKDQ WKUHH KXQGUHG GHFLOOLRQ SRVVLEOH FRPELQDWLRQV  ,G  )LQGLQJ WKH FRUUHFW
FRPELQDWLRQ´ ZRXOGEHOLNHWU\LQJWRILQGRQHSDUWLFXODUJUDLQRIVDQGLQWKH6DKDUD'HVHUWµ
,G
 6HH 7\VRQ VXSUD QRWH  H[SODLQLQJ WKDW ELRPHWULFV FDQ EH XVHG WR XQORFN QRUPDO
HQFU\SWLRQMXVWOLNHDW\SLFDOGHFU\SWLRQNH\FDQ6HHDOVR$QQ&DYRXNLDQ	$OH[6WRLDQRY
%LRPHWULF(QFU\SWLRQ$3RVLWLYH6XP7HFKQRORJ\7KDW$FKLHYHV6WURQJ$XWKHQWLFDWLRQ6HFXULW\
$1' 3ULYDF\ &20%,1(' $506 &75 0DU  KWWSXVDFDFDUP\PLOFDFFHZ
UHSRVLWRU\SDSHUV%LRPHWULFB(QFU\SWLRQSGI >KWWSVSHUPDFF/)1&@ JLYLQJ D
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ILQJHUSULQW D XQLTXH FRGH WKDW XQORFNV WKH GHYLFH DQG LQIRUPDWLRQ
:KHQWKHELRPHWULFGDWXPLVHQWHUHGWKHVRIWZDUHWUDQVODWHVWKHGDWXP
LQWR WKH XQLTXH FRGH DQG HQWHUV LW XQORFNLQJ WKH GHYLFH  %LRPHWULF
HQFU\SWLRQKDVEHHQDURXQGIRUVRPHWLPHEXWKDVVHHQDUHFHQWLQFUHDVH
LQSRSXODULW\HVSHFLDOO\ LQPRELOHGHYLFHVDQG ODSWRSV  ,WV LQFUHDVLQJ
SRSXODULW\ FUHDWHV WURXEOH ZKHQ FRQVLGHULQJ ELRPHWULF GHFU\SWLRQ·V
XQSURWHFWHGVWDWXV
& ([DPSOHVRI&RPSXOVLRQRI%LRPHWULFV·8QSURWHFWHG6WDWXV
7UDGLWLRQDOO\ WKH 6XSUHPH &RXUW DQG ORZHU FRXUWV KHOG WKDW






D ELRPHWULF VR WKDW QHLWKHU WKH NH\ QRU WKH ELRPHWULF FDQ EH UHWULHYHG IURP WKH VWRUH
WHPSODWHµ
 6HH7\VRQVXSUDQRWHOD\LQJRXWKRZELRPHWULFGHFU\SWLRQNH\VZRUNLQDVLPLODU
IDVKLRQ WR WUDGLWLRQDOGHFU\SWLRQNH\V&DYRXNLDQ	6WRLDQRY VXSUDQRWH DW ´7KH
GLJLWDONH\LVUDQGRPO\JHQHUDWHGRQHQUROPHQWVRWKDWWKHXVHURUDQ\ERG\HOVHGRHV
QRWHYHQNQRZLWµ





















$PHQGPHQW XQODZIXO VHDUFK DQG VHL]XUH MXULVSUXGHQFH VHH WKH &RXUW·V UHDVRQLQJ LQ
0F1HHO\ 0LVVRXUL Y0F1HHO\ 86   GLVWLQJXLVKLQJ 6FKPHUEHU IRU KDYLQJ
H[LJHQW FLUFXPVWDQFHV QRW SUHVHQW LQ WKH LQVWDQW FDVH DQG ILQGLQJ D )RXUWK $PHQGPHQW
YLRODWLRQIRUFRPSHOOLQJDEORRGVDPSOHZLWKRXWDZDUUDQW
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6FKPHUEHU WKHGHIHQGDQWZDVFRQYLFWHG LQ WKH/RV$QJHOHV0XQLFLSDO
&RXUWIRUGULYLQJXQGHUWKHLQIOXHQFHRIDOFRKRO+LVFRQYLFWLRQUHVWHG
DW OHDVW LQSDUW RQEORRG VDPSOH HYLGHQFH WDNHQ DJDLQVWKLVZLOO DW WKH
KRVSLWDODWWKHGLUHFWLRQRIDSROLFHRIILFHU 7KHEORRGVDPSOHVKRZHG
WKDW6FKPHUEHUZDV LQGHHG LQWR[LFDWHG 7KHPXQLFLSDO FRXUWDOORZHG










8QLWHG 6WDWHV Y :DGH SURYLGHV DQRWKHU H[DPSOH  ,Q :DGH WKH
JRYHUQPHQW IRUFHG WKH GHIHQGDQW LQ D EDQN UREEHU\ FDVH WR VWDQG LQ D
OLQHXSZLWKVWULSVRIWDSHFRYHULQJKLVIDFHMXVWOLNHWKHVXVSHFWHGUREEHU

















 6HH6FKPHUEHU86DW²6HHDOVR6$/.<	 +<1(6 -5 VXSUDQRWHDW²








 6HH:DGH 86 DW  SURYLGLQJ WKHEDFNJURXQG IDFWVRI WKHFDVH LQFOXGLQJ WKH
OLQHXSWKHJRYHUQPHQWIRUFHGWKHGHIHQGDQWWRVWDQGLQZLWKVWULSVRIWDSHRYHUKLVIDFH6HH
DOVR6DOHVVXSUDQRWHDW´,Q:DGHWKH6XSUHPH&RXUWFRQVLGHUHGDVLWXDWLRQLQZKLFK
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EDQN SRLQWHG KLP RXW LQ WKH OLQHXS DVZHOO DV DW WULDO DQG:DGHZDV
FRQYLFWHG :DGHFKDOOHQJHG WKHFRPSXOVLRQ WRVWDQG LQD OLQHXSDQG
FRQWHQGHGWKDWLWYLRODWHGKLVSULYLOHJHDJDLQVWVHOILQFULPLQDWLRQ
$JDLQ WKH 6XSUHPH&RXUW UHOLHG RQ WKH WHVWLPRQLDO HOHPHQW RI WKH
SULYLOHJH,WKHOGWKDWFRPSXOVLRQWRVWDQGLQDOLQHXSGLGQRWYLRODWHWKH
SULYLOHJH EHFDXVH LW GLG QRW LQYROYH WHVWLPRQ\  ,W UHDVRQHG WKDW
GLVSOD\LQJ RQHVHOI LQ D OLQHXS GRHV QRW FRPPXQLFDWH DQ\WKLQJ DQG
WKHUHIRUHLVQRWWHVWLPRQLDO7KH6XSUHPH&RXUWFLWHGWR6FKPHUEHUDQG
IROORZHG VLPLODU DQDO\VLV  PHUHO\ SURYLGLQJ ELRPHWULFV GRHV QRW
FRPPXQLFDWHDQ\WKLQJDQGLVXVHGRQO\IRULGHQWLILFDWLRQ
7KH&RXUWFRQWLQXHGWKLVDQDO\VLVLQ8QLWHG6WDWHVY'LRQLVLRLQ
ZKHUH WKHGLVWULFW FRXUWKHOG WKHGHIHQGDQW LQ FRQWHPSW IRU UHIXVLQJ WR
SURYLGH D YRLFH H[HPSODU LQ D IHGHUDO JUDQG MXU\ SURFHHGLQJ  7KH









 6HH LG VWDWLQJ WKDW:DGH·V FRXQVHO VRXJKW WR VWULNH ´WKH EDQN RIILFLDOV· FRXUWURRP
LGHQWLILFDWLRQVRQWKHJURXQGWKDWFRQGXFWRIWKHOLQHXSZLWKRXWQRWLFHWRDQGLQWKHDEVHQFH
RI KLV DSSRLQWHG FRXQVHO YLRODWHG KLV )LIWK $PHQGPHQW SULYLOHJH DJDLQVW VHOI
LQFULPLQDWLRQµ
 6HH LG DW ´:HKDYHQRGRXEW WKDW FRPSHOOLQJ WKHDFFXVHGPHUHO\ WRH[KLELWKLV
SHUVRQIRUREVHUYDWLRQE\DSURVHFXWLRQZLWQHVVSULRUWRWULDOLQYROYHVQRFRPSXOVLRQRIWKH
DFFXVHGWRJLYHHYLGHQFHKDYLQJWHVWLPRQLDOVLJQLILFDQFHµ6HHDOVR6DOHVVXSUDQRWHDW
 ´$ \HDU DIWHU 6FKPHUEHU WKH 6XSUHPH &RXUW IXUWKHU UHVWULFWHG WKH PHDQLQJ RI
¶WHVWLPRQLDO·LQ8QLWHG6WDWHVY:DGHµ
 6HH 8QLWHG6WDWHVY:DGH86´,WLVFRPSXOVLRQRIWKHDFFXVHGWR
H[KLELW KLV SK\VLFDO FKDUDFWHULVWLFV QRW FRPSXOVLRQ WR GLVFORVH DQ\ NQRZOHGJH KHPLJKW
KDYHµ 6HHDOVR6DOHVVXSUDQRWHDW ´:DGHIXUWKHUFODULILHG WKDWHYHQFRPSHOOHG


















DQG WKH 6XSUHPH &RXUW XOWLPDWHO\ XSKHOG WKH UXOLQJ RQ WKH )LIWK
$PHQGPHQW LVVXH  )ROORZLQJ D VLPLODU OLQH DV LW SUHYLRXVO\ KDG WKH
&RXUW UXOHG WKDW FRPSXOVLRQ RI D YRLFH H[HPSODU GLG QRW YLRODWH WKH
SULYLOHJH
7KH 6XSUHPH &RXUW DFNQRZOHGJHG WKDW RQH·V YRLFH LV D PHDQV RI
FRPPXQLFDWLRQKRZHYHULQWKLVFDVHLWIRFXVHGRQWKHVXEVWDQFHDQGXVH
RI WKHELRPHWULFDW LVVXH 7KH6XSUHPH&RXUW UHDVRQHG WKDW WKHYRLFH
H[HPSODUPHUHO\SURYLGHGDQ LGHQWLILDEOHSK\VLFDOFKDUDFWHULVWLF 7KH
GHIHQGDQWGLGQRWVSHDNWRKLVJXLOWRULQQRFHQFHLQWKHH[HPSODUEXWRQO\







WKH 6XSUHPH &RXUW DQG ORZHU FRXUWV SURYHG ZLOOLQJ WR H[WHQG WKH
 6HH'LRQLVLR86DW²XSKROGLQJWKH&RXUWRI$SSHDOVIRUWKH6HYHQWK&LUFXLW·V









$PHQGPHQW SULYLOHJH DJDLQVW VHOILQFULPLQDWLRQ 6HH DOVR)ORUDO\QQ (LQHVPDQ9DPSLUHV
$PRQJ8V³'RHVD*UDQG -XU\6XESRHQD IRU%ORRG9LRODWH WKH)RXUWK$PHQGPHQW" $0 -
&5,0 /    SURYLGLQJ WKH IDFWV RI WKH 'LRQLVLR FDVH '+ .D\H 7KH
&RQVWLWXWLRQDOLW\ RI'1$6DPSOLQJ RQ$UUHVW &251(// -/ 	 38% 32/·<   
H[SRXQGLQJIXUWKHUIDFWVRIWKH'LRQLVLRFDVH
 6HH 'LRQLVLR  86 DW ² DFNQRZOHGJLQJ WKDW RQH·V YRLFH LV D PHDQV RI
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SURWHFWLRQ RI WKH SULYLOHJH RU WKH )RXUWK$PHQGPHQW WR QHZ LVVXHV
:KLOHWKH6XSUHPH&RXUWGHFOLQHGLQ)LVKHUDQGVXEVHTXHQWFDVHVWRKROG
WKDWWKHFRQWHQWVRIGRFXPHQWVDUHSURWHFWHGE\WKHSULYLOHJHLWKDVKHOG
WKDW WKH DFW RI SURGXFLQJ GRFXPHQWV LV  6XEVHTXHQW FDVHV KDYH





2I LPSRUWDQFH ORZHU FRXUWV KDYH KHOG WKDW WKH SULYLOHJH SURWHFWV
DJDLQVW JRYHUQPHQW FRPSXOVLRQ WR SURYLGH D SDVVZRUG WR D GHYLFH












WHVWLPRQLDO DQG WKHUHIRUH SURWHFWHG E\ WKH SULYLOHJH ,Q UH *UDQG -XU\ 6XESRHQD 'XFHV
7HFXP 'DWHG 0D\    ) 6XSS   6'1<  GHFODULQJ WKDW WKH




 DW ² 1' &DO -DQ   UHLQIRUFLQJ WKDW LW LV DFFHSWHG WKDW SURGXFLQJ
GRFXPHQWVLVWHVWLPRQLDO
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WKDW ZHUH EHFRPLQJ LQFUHDVLQJO\ SRSXODU DQG VRSKLVWLFDWHG  :KLOH




WR WKH SULYLOHJH DJDLQVW VHOILQFULPLQDWLRQ  6HH LG  *HQHUDOO\ WKH IRUHJRQH FRQFOXVLRQ
GRFWULQH HVWDEOLVKHV WKDW DZLWQHVV·V DFW RISURGXFWLRQPD\EHSURWHFWHGE\ WKHSULYLOHJH
XQOHVVWKHJRYHUQPHQWFDQVKRZZLWKUHDVRQDEOHSDUWLFXODULW\WKDWLWKDVNQRZOHGJHRIWKH
H[LVWHQFH SRVVHVVLRQ DQGDXWKHQWLFLW\RI WKH WHVWLPRQ\XVXDOO\GRFXPHQWV LW VHHNV WKH
LQIRUPDWLRQLVDIRUHJRQHFRQFOXVLRQDQGIRUFLQJWKHZLWQHVVWRWHVWLI\DERXWLWZLOOQRWFDXVH
KDUP  6HH )LVKHU Y 8QLWHG 6WDWHV  86    HVWDEOLVKLQJ WKH IRUHJRQH
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SULYLOHJH  7ZR VWDWH FRXUW GHFLVLRQV UXOHG DJDLQVW H[WHQGLQJ WKH
SULYLOHJH WR SURWHFW FRPSXOVLRQ RI ELRPHWULFV WR XQORFN D SHUVRQ·V
GHYLFH &RPPRQZHDOWKY%DXVWIURP9LUJLQLDDQG6WDWHY'LDPRQGIURP
WKH 0LQQHVRWD &RXUW RI $SSHDOV ERWK UXOHG DJDLQVW H[WHQGLQJ WKH




RI KLV PLQG  3URYLGLQJ WKH ILQJHUSULQWV ZRXOG QRW UHTXLUH WKH










$PHQGPHQW SURWHFWLRQ IURP XQUHDVRQDEOH VHDUFKHV DQG VHL]XUHV LQ WKH IDFH RI QHZ
WHFKQRORJLHV
 6HHFDVHVFLWHGLQIUDQRWHV	SURYLGLQJWKHIHZFDVHVWKDWKDYHUXOHGRQZKHWKHU
















GHFLGLQJ WKDW SURYLGLQJ D ILQJHUSULQW WR XQORFN D GHYLFH LQ UHVSRQVH WR D VXESRHQD LV




WR XQORFN D GHYLFH LV WHVWLPRQLDO DQG WKHUHIRUH SURWHFWHG E\ WKH
SULYLOHJH  7KH IHGHUDO FRXUW WKHUH UHDVRQHG WKDW E\ SURYLGLQJ WKH
ELRPHWULF GDWXP WKH GHIHQGDQW LV FRPPXQLFDWLQJ WKDW VKH FRQWUROV RU
RZQVWKHGHYLFHDQGWKHLQIRUPDWLRQZLWKLQ6KHLVQRWMXVWSURYLGLQJ
WKHELRPHWULFLQIRUPDWLRQIRULGHQWLILFDWLRQSXUSRVHV7KHFRXUWIRXQG





3DUW ,,, DQDO\]HV LPSRUWDQW MXULVSUXGHQFH VXUURXQGLQJ WKH )LIWK
$PHQGPHQWSULYLOHJHWRHVWDEOLVKWKHDUJXPHQWIRUZK\FRPSXOVLRQRI
ELRPHWULFV IRU GHFU\SWLQJ GHYLFHV VKRXOG EH SURWHFWHG E\ WKH )LIWK
$PHQGPHQW  )LUVW 3DUW ,,,$ GLVFXVVHV WKH LQWHQW RI WKH )LIWK
$PHQGPHQW SULYLOHJH  6HFRQG 3DUW ,,,% FORVHO\ VFUXWLQL]HV FDVHV LQ
ZKLFK WKHFRXUW LQTXHVWLRQGLGQRWH[WHQG WKHSULYLOHJH·VSURWHFWLRQ
7KLUG 3DUW ,,,& SURYLGHV H[DPSOHV RI WKH MXGLFLDU\·V ZLOOLQJQHVV WR
H[SDQGSULYDF\LQWHUHVWVSDUWLFXODUO\WKH)LIWKDQG)RXUWK$PHQGPHQWV
LQ UHODWLRQ WR QHZ WHFKQRORJLHV  )RXUWK 3DUW ,,,' UHDFKHV WKHPDLQ
VXEVWDQFHRI WKLV1RWH  FDVH ODZ WKDWKHOGFRPSXOVLRQRIELRPHWULFV WR
SURWHFWHGE\WKHSULYLOHJHDJDLQVWVHOILQFULPLQDWLRQ'XULQJWKHILQDOVWDJHVRISXEOLFDWLRQ
RIWKLV1RWHDQHZGHFLVLRQIURPWKH1RUWKHUQ'LVWULFWRI&DOLIRUQLDIROORZHGWKHH[DPSOH










WR XQORFN D GHYLFH ZLWKRXW ILUVW SURYLQJ WKH IRUHJRQH FRQFOXVLRQ  6HH DOVR 6HDUFK RI D




WLHV LQWR WKH SULYDF\ FRQFHUQ FRYHUHG E\ WKH SULYLOHJH DQG FDQ EROVWHU WKH DUJXPHQW IRU





Metz: "Your Device is Disabled":  How and Why Compulsion of Biometrics
Produced by The Berkeley Electronic Press, 2019
 9$/3$5$,6281,9(56,7</$:5(9,(: >9RO













WKH SULYLOHJH WR FRYHU FRPSXOVLRQ RI ELRPHWULFV IRU XQORFNLQJ GHYLFHV
WDNHV VKDSH  7KH &RXUW SODFHV KLJK HPSKDVLV RQ WKH LPSRUW RI WKLV
SULYLOHJH6SHFLILFDOO\WKDWWKHSULYLOHJHSURWHFWVWKH´VRFLDOREMHFWVRID
IUHHVRFLHW\µIURPXQKLQGHUHGLQWUXVLRQE\WKHJRYHUQPHQW7KLVVKRZV











WDNHDZD\V UHJDUGLQJ WKHDSSURDFK WR WDNHZKHQ ORRNLQJDWD)LIWK$PHQGPHQWSULYLOHJH











HQIRUFHPHQWRI WKH FULPLQDO ODZDQG WKDW LQ LWV DWWDLQPHQWRWKHU VRFLDO REMHFWVRI D IUHH
VRFLHW\VKRXOGQRWEHVDFULILFHGµTXRWLQJ)HOGPDQY8QLWHG6WDWHV86
 ,G
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WKDW YHU\ VFHQDULR LV SOD\LQJ RXWZLWK D QHZ DQG LQFUHDVLQJO\ SRSXODU





























 8OOPDQQ Y8QLWHG 6WDWHV 86     ,Q8OOPDQQ WKH GHIHQGDQWZDV
FRQYLFWHG RI FRQWHPSW IRU IDLOLQJ WR DQVZHU TXHVWLRQV LQ D JUDQG MXU\ SURFHHGLQJ DIWHU
LQYRNLQJWKHSULYLOHJH  ,GDW² +H WKHQDSSHDOHGKLVFRQYLFWLRQDQGWKH6XSUHPH
&RXUWXSKHOG  ,G DW  :KLOH WKH 6XSUHPH&RXUWXSKHOG WKH FRQYLFWLRQ WKHGHFLVLRQ
SURYLGHGNH\SRLQWVDVWRWKHLQWHQWDQGVFRSHRIWKHSULYLOHJH,GDW²
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7KH PDMRULW\ LQ 8OOPDQQ VWURQJO\ UHLWHUDWHG WKH LPSRUW RI WKH
SULYLOHJH7KH6XSUHPH&RXUWEHOLHYHGWKDWWKHSULYLOHJHPXVWQRWEH
DSSURDFKHGZLWKDKRVWLOHYLHZ'RLQJVRZRXOGUHVXOWLQDQDSSURDFK
WKDW GLVKRQRUHG WKH )UDPHUV RI WKH &RQVWLWXWLRQ EHFDXVH RI WKHLU
H[SHULHQFHZLWKDEXVHRISRZHUDQGIRUHVLJKW 7KH&RXUWEHOLHYHGLW
PRUH LPSRUWDQW WR SURWHFW WKH LQQRFHQW ZKR PD\ EH ZURQJHG E\
DEULGJPHQW RI WKH SULYLOHJH DQG DOORZ WKH JXLOW\ WR ZDON IUHH WKDQ WR
DEULGJHRQH LQQRFHQWSHUVRQ·V FRQVWLWXWLRQDO ULJKWV :KLOH WKH&RXUW
H[SUHVVHGDOLEHUDOFRQVWUXFWLRQRIWKHSULYLOHJHLQ+RIIPDQLWVWLOOUHTXLUHV






OHYHO RI LPSRUWDQFH LQ RXU VRFLHW\ WKDW FDQQRW EH EUXVKHG DVLGH  $
GHIHQVH DWWRUQH\ QHHGV WR LQFOXGH WKLV LQ DQ DUJXPHQW WR H[WHQG WKH
SULYLOHJHEHFDXVHLWVKRZVWKHFRXUWWKHZHLJKWRIWKHSULYLOHJHDQGWKDWD
FXUVRU\ JODQFH DW WKH WUDGLWLRQ LV QRW DSSURSULDWH  )XUWKHUPRUH WKH




RIRXU OLEHUW\³¶RQHRI WKHJUHDW ODQGPDUNV LQPDQ·V VWUXJJOH WRPDNHKLPVHOI FLYLOL]HG·µ
TXRWLQJ(5:,11 *5,6:2/'7+(),)7+$0(1'0(1772'$< 
 6HH LG VWDWLQJ WKDW WKH SULYLOHJH ´PXVW QRW EH LQWHUSUHWHG LQ D KRVWLOH RU QLJJDUGO\
VSLULWµ
 6HH8OOPDQQ86DW² ´6XFKDYLHZGRHV VFDQWKRQRU WR WKHSDWULRWVZKR
VSRQVRUHGWKH%LOORI5LJKWVDVDFRQGLWLRQWRDFFHSWDQFHRIWKH&RQVWLWXWLRQE\WKHUDWLI\LQJ
VWDWHV7KH)RXQGHUVRIWKH1DWLRQZHUHQRWQDwYHRUGLVUHJDUGIXORIWKHLQWHUHVWVRIMXVWLFHµ













 6HH LGDW² GLVFXVVLQJ WKHKHDY\ZHLJKWDQG LPSRUWDQFH WKHSULYLOHJHKROGV LQ
$PHULFDQFRQVWLWXWLRQDOODZ
 6HHLG+RIIPDQY8QLWHG6WDWHV86
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DUJXPHQW LW UHLQIRUFHV WR FRXUWV D QHHG IRU IOH[LELOLW\ LQ LQWHUSUHWDWLRQ
ZKLOH DOVR UHLQIRUFLQJ WKH QHHG IRU WKH SULYLOHJH WR EH VWULFWO\ HQIRUFHG
DJDLQVWDEXVHVRILQYHVWLJDWRU\SRZHUV
7KHSXUSRVHRI WKLV LV WRPRYH WKH MXGJH DZD\ IURPJLYLQJ RQO\ D
FXUVRU\ JODQFH DW WKH LVVXH DQG NHHSLQJZLWK WKH WUDGLWLRQDO UXOLQJV LQ





LQFULPLQDWLRQ WR SURWHFW ELRPHWULFV  7KDW LV QRW WKH GHVLUHG UHVXOW
2SHQLQJWKHDUJXPHQWZLWKWKLVUHPLQGHUFDQSHUVXDGHWKHMXGJHWRNHHS




3DUW ,,,% GHOYHV LQWRZKDW WKH )LIWK$PHQGPHQW SULYLOHJH KDV QRW
WUDGLWLRQDOO\ SURWHFWHG  %HFDXVH WKLV1RWH IRFXVHV RQ FRPSXOVLRQ RI
ELRPHWULFVIRUWKHSXUSRVHRIXQORFNLQJGHYLFHV3DUW,,,%IRFXVHVRQSDVW
 &RPELQHG ERWK +RIIPDQ DQG 8OOPDQQ FUHDWH D FRPSHOOLQJ VWDQGDUG RI OLEHUDO




















 6HH FDVHV FLWHG LQIUD QRWHV  	  GLVFXVVLQJ FDVHV WKDW KROG ELRPHWULFV DUH QRW
SURWHFWHGE\WKHSULYLOHJH
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FDVHVKROGLQJELRPHWULFVDUHQRWSURWHFWHGE\WKHSULYLOHJH 3DUW,,,%
GRHVQRW FULWLFL]H WKH KROGLQJV RI WKH FDVHV LWGLVFXVVHV EXW LVPHDQW WR
SURYLGH XVHIXO GLVWLQFWLRQV EHWZHHQ WKRVH FDVHV DQG WKH FXUUHQW LVVXH
ZKLFKFDQEHXVHGWRSHUVXDGHDFRXUWWRH[WHQGWKHSULYLOHJH
+HUH WKH DQDO\VLV IRFXVHV RQ FDVHV LQZKLFK FRPSXOVLRQRI FHUWDLQ
ELRPHWULFVZDVKHOGQRWWREHSURWHFWHGE\WKHSULYLOHJH 7KHVHFDVHV
LQFOXGH6FKPHUEHU'LRQLVLRDQG:DGH(DFKFDVHLVFRYHUHGLQWXUQDQG













DQDO\VLV KHUH IRFXVHV VROHO\ RQ FDVHV FRQFHUQLQJ FRPSXOVLRQ RI ELRPHWULFV  )RU DQRWKHU
H[DPSOHRIVRPHWKLQJQRWSURWHFWHGE\WKHSULYLOHJHVHH'RHY8QLWHG6WDWHV86
  GHFOLQLQJ WR H[WHQG WKH SULYLOHJH WR DUWLILFLDO HQWLWLHV VXFK DV EXVLQHVVHV
,QWHUHVWLQJO\ 6FKPHUEHU GRHV FRQWDLQ GLFWD WKDW H[SORUHV WKH SRVVLELOLW\ RI FHUWDLQ
SK\VLRORJLFDOUHVSRQVHVEHLQJSURWHFWHGE\WKHSULYLOHJH6FKPHUEHUY&DOLIRUQLD86
    -XVWLFH %UHQQDQ VSHDNV RI KRZ WKH XVH RI SK\VLRORJLFDO UHVSRQVHV WR
TXHVWLRQLQJWRGHWHUPLQHLQQRFHQFHRUJXLOW´LVWRHYRNHWKHVSLULWDQGKLVWRU\RIWKH)LIWK
$PHQGPHQWµ  ,G  7KXV DQ LQWHUHVWLQJ H[FHSWLRQ WR WKH GRFWULQH WKDW QR ELRPHWULFV DUH
SURWHFWHGE\WKHSULYLOHJHZDVERUQ,G)XUWKHULQWKLVGLVFXVVLRQWKH&RXUWDOVRPHQWLRQV
FDVHV LQZKLFK VXFKD VLPSOHGLVWLQFWLRQXVHGE\ WKH WUDGLWLRQDODSSURDFK´LVQRW UHDGLO\
GUDZQµ,G 7KHFRPSXOVLRQRIELRPHWULFVIRUWKHSXUSRVHRIXQORFNLQJGHYLFHVLVVXFKD
FDVH











FRYHUV 6HH LQIUD3DUWV ,,,& ,,,' FRYHULQJFDVHV WKDW WRXFKHGXSRQGHFU\SWLQJGHYLFHV
8QGHUVWDQGLQJZK\WKDWLVWKHFDVHDQGKRZWKHVHFDVHVFDQEHGLVWLQJXLVKHGIURPWKHLVVXH
RIFRPSHOOLQJELRPHWULFVWRXQORFNGHYLFHVLVNH\WRPDNLQJDFRPSHOOLQJDUJXPHQW
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6FKPHUEHU KHOG WKDW WKH FRPSXOVLRQ RI D EORRG VDPSOH ZDV QRW
SURWHFWHGE\WKHSULYLOHJHEHFDXVHLWZDVQRWWHVWLPRQLDO:KLOHLQWKH
FRQWH[WRIWKHWLPHWKH&RXUWPRVWOLNHO\UHDFKHGWKHFRUUHFWFRQFOXVLRQ
XQGHU WKH FXUUHQW FLUFXPVWDQFHV WKLV UHDVRQLQJ UHVXOWV LQ D WURXEOLQJ
VFHQDULR LQ ZKLFK QR ELRPHWULFDOO\ HQFU\SWHG GHYLFHV DUH SURWHFWHG
+HUHLISURYLGLQJILQJHUSULQWVRUVRPHRWKHUELRPHWULFGDWXPWRXQORFN
WKH SURYLGHU·V GHYLFH LV QRW FRQVLGHUHG FRPPXQLFDWLYH LW LV QRW
WHVWLPRQLDO  7KHUHIRUH LWZRXOGQRW EHSURWHFWHGE\ WKHSULYLOHJH
7KLV LV WURXEOLQJ EHFDXVH LW JLYHV WKH JRYHUQPHQW WKH SRZHU WR IRUFH
LQGLYLGXDOVXVLQJELRPHWULFHQFU\SWLRQWRSURYLGHDFFHVVWRWKHGHYLFHDQG
LWV FRQWHQWV  7KH 6XSUHPH &RXUW LQ 'LRQLVLR UHO\LQJ LQ SDUW RQ
6FKPHUEHUUHDFKHGWKHVDPHFRQFOXVLRQ



























 6HH LGDW² KROGLQJ WKDWELRPHWULFV VXFKDVYRLFHFRPPXQLFDWLRQVDUHQRWDOZD\V
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WKH FXUUHQW VLWXDWLRQ  $V VWDWHG DERYH WKHPDLQ UHDVRQ HDFK RI WKH
DERYHFDVHVODQGHGWKHZD\LWGLGZDVEHFDXVHFRPSXOVLRQRIELRPHWULFV
LV QRW FRQVLGHUHG FRPPXQLFDWLYH DQG WKHUHIRUH QRW WHVWLPRQLDO
+RZHYHUXQGHUWKHFXUUHQWVFHQDULRDQGDVZLOOEHH[SORUHGIXOO\ LQD




ODWHU WKH DFW RI SURYLGLQJ ELRPHWULFV WR XQORFN D GHYLFH LV D IRUP RI
FRPPXQLFDWLRQWKDWVD\VWKDW\RXRZQRUDWOHDVWKDYHVRPHFRQWURORYHU
WKDWGHYLFH :LWK WKDWGLVWLQFWLRQ WKH WUDGLWLRQDO UXOH DQG UHDVRQLQJ
IROORZHGLQWKHFDVHVDERYHFDQEHFRPEDWWHG
 6HH LG IROORZLQJ WKH VDPH OLQH RI UHDVRQLQJ DV WKH&RXUW GLG WKH SUHYLRXV \HDU LQ
6FKPHUEHU
 6HH HJ 8QLWHG 6WDWHV Y 'LRQLVLR  86  ²  UHDVRQLQJ WKDW PHUHO\
SURYLGLQJDYRLFHH[HPSODUGRHVQRWFRPPXQLFDWHDQ\LQFULPLQDWLQJIDFWLWRQO\SURYLGHVD
PHDQVRI LGHQWLILFDWLRQ7KH&RXUWLQFDVHVVXFKDV'LRQLVLRFDPHWRWKHULJKWFRQFOXVLRQ












KHOG FRPSHOOHG SURGXFWLRQRI ELRPHWULFV WR XQORFN D GHYLFH LV WHVWLPRQLDO DQGZK\ WKLV
GHFLVLRQLVFRUUHFW
 6HH$SSOLFDWLRQ IRUD6HDUFK:DUUDQW )6XSSGDW KROGLQJ WKDW FRPSHOOHG
SURGXFWLRQRI ELRPHWULFGDWD IRU XQORFNLQJ D GHYLFH LV WHVWLPRQLDO ,Q WKH0DWWHU RI WKH
6HDUFKRID5HVLGHQFHLQ2DNODQG&DO1R:/DWSRVLWLQJWKDW
SURYLGLQJELRPHWULFGDWDWRXQORFNDGHYLFHLVWHVWLPRQLDO
 &RPSDUH $SSOLFDWLRQ IRU D 6HDUFK :DUUDQW  ) 6XSS G DW ² VWDWLQJ WKDW
SURYLGLQJILQJHUSULQWVWRXQORFNDGHYLFHLVPRUHWKDQLGHQWLILFDWLRQZLWK 'LRQLVLR86
DW ² H[SODLQLQJ WKDW SURYLGLQJ ELRPHWULF GDWD VXFK DV D YRLFH H[HPSODU LV RQO\ IRU
LGHQWLILFDWLRQSXUSRVHV
 6HH LQIUD 3DUW ,,,' DQDO\]LQJ WKH FDVH VXSSRUWLQJ WKH DVVHUWLRQ WKDW SURYLGLQJ
ELRPHWULFVWRXQORFNDGHYLFHLVWHVWLPRQLDO
 6HH FDVHV FLWHG VXSUD QRWH  IXUWKHULQJ WKH GLVWLQFWLRQ EHWZHHQ WKH SUHFHGHQW
ELRPHWULFVFDVHVDQGWKHFXUUHQWLVVXH
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7KLV LV D FUXFLDO GLVWLQFWLRQ WRPDNH LQ DQ DUJXPHQW WR H[WHQG WKH















)RXUWK$PHQGPHQW FDVHV DUHPHQWLRQHG EHFDXVH ERWK WKH )RXUWK DQG
)LIWK $PHQGPHQWV LQYROYH SURWHFWLQJ FLWL]HQV IURP JRYHUQPHQW
RYHUUHDFK
7KH 6XSUHPH &RXUW KDV QRW \HW SURYLGHG D UXOLQJ RQ ZKHWKHU
FRPSXOVLRQ RI D WUDGLWLRQDO DOSKDQXPHULF SDVVZRUG ZKHWKHU WKURXJK
ZULWLQJRUVSHHFKLVSURWHFWHGE\WKHSULYLOHJH+RZHYHUORZHUFRXUWV
KDYH UXOHG RQ WKH LVVXH DQG JHQHUDOO\ UHDFKHG D FRQVHQVXV WKDW LW LV
SURWHFWHGE\WKHSULYLOHJH ,QUH*UDQG-XU\6XESRHQD'XFHV7HFXP'DWHG
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0DUFK LVWKHILUVWH[DPSOHLQZKLFKDFRXUWKHOGWKDWFRPSXOVLRQ




WKH FRQWHQWV RI KLV RZQPLQG E\ SURYLGLQJ WKH SDVVZRUG  ,Q WXUQ
SURYLGLQJ WKH SDVVZRUG ZDV DQ DFW WKDW ´ZRXOG EH WDQWDPRXQW WR
WHVWLPRQ\ E\ 'RH RI KLV NQRZOHGJH RI WKH H[LVWHQFH DQG ORFDWLRQ RI
SRWHQWLDOO\LQFULPLQDWLQJILOHVRIKLVSRVVHVVLRQFRQWURODQGDFFHVVWRWKH






%\ SURYLGLQJ WKH ELRPHWULF GDWXP QHHGHG WR XQORFN DQG GHFU\SW WKH
GHYLFH WKH GHIHQGDQW LV SHUIRUPLQJ DQ DFW WKDW DVVHUWV D VWDWHPHQW RI
IDFW  7KLV LV UHJDUGOHVV RI WKH ELRPHWULF GDWXPXVHGZKHWKHU LW LV D
ILQJHUSULQWH\HVFDQRUIDFHVFDQ,WVWDWHVWKHGHIHQGDQW·VNQRZOHGJH
RIWKHH[LVWHQFHDQGORFDWLRQRIWKHGHYLFHRUILOHVVRXJKWKHUSRVVHVVLRQ
FRQWURO DQGDFFHVV WR WKH HQFU\SWHGGHYLFHDQG ILOHV DQGKHUDELOLW\ WR
GHFU\SWWKHGHYLFHRUILOHV3RLQWWRWKHIDFWWKDWEHVLGHWKHPDQQHULQ
ZKLFK WKH GHFU\SWLRQ NH\ LV HQWHUHG QR GLVWLQJXLVKDEOH GLIIHUHQFH
LQ 2DNODQG &DO 1R   :/  DW ² 1' &DO -DQ  
DFNQRZOHGJLQJWKDWSURYLGLQJDWUDGLWLRQDODOSKDQXPHULFSDVVZRUGLVWHVWLPRQLDO
 6HH*UDQG-XU\6XESRHQD'XFHV7HFXP'DWHG0DUFK)GDW













 6HH VXSUD QRWH  RXWOLQLQJ VHYHUDO RI WKH FRPPRQ IRUPV RI ELRPHWULFV XVHG IRU
ELRPHWULFHQFU\SWLRQ
 6HH,QUH$SSOLFDWLRQIRUD6HDUFK:DUUDQW)6XSSG1',OO
H[SODLQLQJ WKDW WKHGHIHQGDQW LV WHVWLI\LQJ WRKHU NQRZOHGJHRIRZQHUVKLSRI WKHGHYLFH
ZKHQSURYLGLQJELRPHWULFVWRXQORFNDGHYLFH
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EHWZHHQ WKH SUHFHGHQW FDVH DQG WKH LQVWDQW FDVH H[LVWV  )XUWKHU WKLV
SRLQWE\XVLQJ8QLWHG6WDWHVY.LUVFKQHU
7KHFRXUWLQ.LUVFKQHUXVHGWKHVDPHUHDVRQLQJDV*UDQG-XU\6XESRHQD
'XFHV 7HFXP 'DWHG 0DUFK    'LYXOJLQJ D SDVVZRUG GXH WR
JRYHUQPHQWFRPSXOVLRQLVXVLQJRQH·VPLQGWRFRPPLWDQDFWWKDWDVVHUWV
D VWDWHPHQW RI IDFW  7KH VDPH UHDVRQLQJ FDQ DSSO\ WR WKH LVVXH RI
FRPSXOVLRQRIELRPHWULFV5HTXLULQJDGHIHQGDQWWRSURYLGHELRPHWULFV
WR XQORFN D GHYLFH LV MXVW OLNH UHTXLULQJ WKH GHIHQGDQW WR SURYLGH WKH





7UDGLWLRQDO FDVHV ILQGLQJ WKDW ELRPHWULFV DUH RQO\ XVHG IRU
LGHQWLILFDWLRQSXUSRVHVDQGGRQRWLQYROYHDQ\FRPPXQLFDWLYHDVSHFWVGR
QRWDSSO\LQWKLVFRQWH[W+HUHWKHELRPHWULFGDWXPLVXVHGWRDVVHUW
IDFWVEH\RQG LGHQWLW\  ,WDVVHUWV WKDW WKH LQFULPLQDWLQJGHYLFHRU ILOHV
VRXJKWE\WKHJRYHUQPHQWWKURXJKFRPSXOVLRQRIWKHELRPHWULFGDWXPLV
 &RPSDUH *UDQG -XU\ 6XESRHQD 'XFHV 7HFXP 'DWHG 0DUFK    )G DW 
UHDVRQLQJ WKDW SURYLGLQJ D WUDGLWLRQDO SDVVZRUG LV WHVWLPRQLDO DQG SURWHFWHG E\ WKH
SULYLOHJH ZLWK $SSOLFDWLRQ IRU D 6HDUFK :DUUDQW  ) 6XSS G DW  KROGLQJ WKDW
SURYLGLQJELRPHWULFVWRGHFU\SWDGHYLFHLVWHVWLPRQLDODQGSURWHFWHGE\WKHSULYLOHJH
 6HHLQIUDQRWHDQGDFFRPSDQ\LQJWH[WSURYLGLQJDQDQDO\VLVRI.LUVFKQHU




 6HH .LUVFKQHU  ) 6XSS G DW  ´,Q WKLV FDVH WKH JRYHUQPHQW LV QRW VHHNLQJ
GRFXPHQWVRUREMHFWV³LWLVVHHNLQJWHVWLPRQ\IURPWKH'HIHQGDQWUHTXLULQJKLPWRGLYXOJH
WKURXJKKLVPHQWDOSURFHVVHVKLVSDVVZRUG³WKDWZLOOEHXVHGWRLQFULPLQDWHKLPµ
 6HH VXSUD QRWH  DQG DFFRPSDQ\LQJ WH[W FRPSDULQJ WKH VLPLODULWLHV EHWZHHQ
SURYLGLQJDWUDGLWLRQDOSDVVZRUGDQGELRPHWULFSDVVZRUG
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RZQHG RU FRQWUROOHG E\ WKH GHIHQGDQW  7KH GHIHQGDQW LV QRW MXVW
SURYLGLQJ LGHQWLW\ VKH LV HIIHFWLYHO\ WHVWLI\LQJ WKDW WKH LQFULPLQDWLQJ












SURYLGLQJ ELRPHWULFV LV QRW WHVWLPRQLDO  %RWK FRXUWV VWDWHG WKDW
SURYLGLQJ ELRPHWULFV GRHV QRW LQYROYH DQ\ NLQG RI FRPPXQLFDWLRQ RI
NQRZOHGJH,QGHHGWKHFRXUWVVWDWHGWKDWWKHGHYLFHFRXOGEHXQORFNHG
SDVVLYHO\ E\ WKH GHIHQGDQWV  :KLOH WKLV UHDVRQLQJ LV FRUUHFW LQ WKH
WUDGLWLRQDO FRQWH[W RI XVLQJ ELRPHWULFV IRU LGHQWLILFDWLRQ LW LV QRW WKH
FRUUHFWUHDVRQLQJWRXVHLQWKHFXUUHQWFRQWH[W
+HUH DV WKH FRXUW LQ $SSOLFDWLRQ IRU D 6HDUFK :DUUDQW UHFRJQL]HG





























DVVHUWV D VWDWHPHQW RI IDFW  VKH LV WKH RZQHU RI WKH GHYLFH ZLWK
LQFULPLQDWLQJHYLGHQFHRQLW$FFRUGLQJO\VKHLVWHVWLI\LQJWRWKHIDFW
WKDWVKHLVWKHRZQHURIWKHLQFULPLQDWLQJHYLGHQFHDQGKDVWKHDELOLW\WR
GHFU\SW WKH LQIRUPDWLRQ  7KH FRXUWV LQ%DXVW DQG'LDPRQG IDLOHG WR
UHDOL]HWKLV7KRVHFRXUWVHVVHQWLDOO\IROORZHGWKHWUDGLWLRQDQGIDLOHG
WR UHFRJQL]H WKH QHZ FRQWH[W LQ ZKLFK ELRPHWULFV DUH XVHG  7KH
WUDGLWLRQDO DSSURDFK FDQ QR ORQJHU EH DSSOLHG ZKHQ LW FRPHV WR
FRPSXOVLRQRIELRPHWULFVWRXQORFNDGHYLFH
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FRXOG EH DFFHVVHG YLD ELRPHWULF GDWD FRXOG QRW EH FRQFHLYHG RI
$FFRUGLQJO\ WKRVH FDVHV RQO\ GHDOW ZLWK WKH FRQWH[W RI LGHQWLI\LQJ D
GHIHQGDQWDQGSODFLQJKHULQDFHUWDLQSODFH7KHFRXUWKHUHUHFRJQL]HG
WKHWHFKQRORJLFDOGHYHORSPHQWRIFHOOSKRQHVDQGWKHLUFHQWUDOUROHLQRXU
OLYHV DV ZHOO DV WKH OHYHO RI SULYDF\ WKH\ DUH JUDQWHG  7KHVH DUH
LPSRUWDQW FRQQHFWLRQV WR PDNH LQ WKH DUJXPHQW IRU H[WHQGLQJ WKH
SULYLOHJH
1RWRQO\GRHVWKHFRXUWKHUHUHFRJQL]HWKHLPSRUWDQFHRIWKHGLIIHUHQW
FRQWH[WV LW UHFRJQL]HV WKH LPSRUWDQFH RI WKH DFW RI SURGXFWLRQ
8QORFNLQJ WKHSKRQHHVVHQWLDOO\SURGXFHVHYHU\WKLQJFRQWDLQHGZLWKLQ
LQFOXGLQJ GRFXPHQWV  7KH DFW RI SURGXFLQJ GRFXPHQWV E\ DQ
LQGLYLGXDOLVSURWHFWHGE\WKHSULYLOHJHDQGDGHIHQVHDWWRUQH\FDQDOVR
PDNHWKLVSRLQWWRIXUWKHUEROVWHUWKHDUJXPHQW
$ GHIHQVH DWWRUQH\ QHHGV WR DUJXH WKH VDPH OLQH RI UHDVRQLQJ DV
$SSOLFDWLRQIRUD6HDUFK:DUUDQW3RLQWRXWWKDWWKHFRQWH[WVDUHHQWLUHO\
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@ &RPSXOVLRQRI%LRPHWULFV 
RU FRQWUROOHURI WKHGHYLFH FRQWDLQLQJ LQFULPLQDWLQJHYLGHQFH $UJXH
WKDWZKHQDSHUVRQLVIRUFHGWRSURYLGHELRPHWULFVWRXQORFNDGHYLFHVKH
LVLQWXUQEHLQJIRUFHGWRFRPPLWDQDFWWKDWDVVHUWVWKDWVKHLVWKHRZQHU


















 6HH VXSUD QRWH  SURYLGLQJ WZR FDVHV WKDW KHOG WKDW SURYLGLQJ ELRPHWULF GDWD WR
XQORFNDGHYLFHLVWHVWLPRQLDO
 6HH+XEEHOO86DW²KROGLQJWKDWSURGXFWLRQRIGRFXPHQWVFDQULVHWRWKHOHYHO
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7KH WHVWLPRQLDO ELRPHWULFVGRFWULQH LV VLPSOH  SURYLGLQJELRPHWULF
GDWD WR XQORFN D GHYLFH LV WHVWLPRQLDO DQG WKHUHIRUH SURWHFWHG E\ WKH




DV ORQJ DV WKHUH LV FRPSXOVLRQ DQG WKH LQIRUPDWLRQ VRXJKW LV
LQFULPLQDWLQJ LWPHHWVDOO WKHHOHPHQWVQHHGHGIRUWKHSURWHFWLRQRI WKH
SULYLOHJH






RU FRQWUROOHU RI WKH LQIRUPDWLRQ FRQWDLQHG ZLWKLQ  7KLV LV
FRPPXQLFDWLQJNQRZOHGJHRIRZQHUVKLSRUFRQWURORIWKHLQFULPLQDWLQJ





















$ GHIHQVH DWWRUQH\ VKRXOG XVH WKH DERYH DQDO\VLV WR VHW XS WKH
DUJXPHQWWRH[WHQGWKHSULYLOHJHWRSURWHFWELRPHWULFGHFU\SWLRQNH\V
%HJLQZLWK UHPLQGLQJ WKH FRXUW RI WKH KLVWRULFDO LQWHQW RI WKH SULYLOHJH
DJDLQVW VHOILQFULPLQDWLRQ  5HLQIRUFH WR WKH FRXUW WKH SULYLOHJH·V
LPSRUWDQFHDQGZHLJKWLWVSXUSRVHWRSURWHFWFLWL]HQVIURPJRYHUQPHQW







FLUFXPVWDQFH WKH ELRPHWULFV DUH XVHG IRU PRUH WKDQ MXVW LGHQWLI\LQJ D
SHUVRQ7KLVLPPHGLDWHO\FRPEDWVZKDWLVPRVWOLNHO\WREHWKHPDLQ




$IWHU DQDORJL]LQJ WKH FXUUHQW LVVXH ZLWK VFHQDULRV LQZKLFK FRXUWV
KDYH SURYHQ ZLOOLQJ WR H[SDQG SULYDF\ LQWHUHVWV WKH ILQDO DQG PRVW
LPSRUWDQWSRLQWWRPDNHLVKRZWKHFRQWH[WRIWHVWLPRQLDOELRPHWULFVLV
GLIIHUHQWIURPWKHWUDGLWLRQDOFRQWH[W7KLVSDUWRIWKHDUJXPHQWLVERWK
D FRPELQDWLRQ RI DQDORJL]LQJ WR $SSOLFDWLRQ IRU D 6HDUFK :DUUDQW DQG
PDNLQJ WKH VDPH SROLF\ SRLQWV VHW RXW LQ WKDW FDVH  :KLOH SROLF\
DUJXPHQWV DUH RIWHQ FRQVLGHUHG WR EH D ODVW UHVRUW LQ D FDVH RI ILUVW
LPSUHVVLRQSROLF\SRLQWVFDQEHXVHIXO,WLVHVSHFLDOO\VRKHUHZKHUHD
 6HH VXSUD 3DUW ,,,' GLVFXVVLQJZK\ WKH SULYLOHJH DJDLQVW VHOILQFULPLQDWLRQ VKRXOG
SURKLELWWKHFRPSXOVLRQRIELRPHWULFVWRXQORFNDGHYLFH
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ELRPHWULF HQFU\SWLRQ  'LVWLQJXLVKLQJ WKH SROLF\ GLIIHUHQFHV EHWZHHQ
WHVWLPRQLDOELRPHWULFVDQGWUDGLWLRQDOELRPHWULFVLVLPSRUWDQWEHFDXVHLQ
WKH SDVW DOORZLQJ FRPSXOVLRQ RI ELRPHWULFV RQO\ DOORZHG WKH
LGHQWLILFDWLRQRILQGLYLGXDOVEXWQRZLWDOORZVDFFHVVWRDSHUVRQ·VHQWLUH





XVH RI ELRPHWULF HQFU\SWLRQ LV RQ WKH ULVH DQG FDQ OHDG WR JRYHUQPHQW
RYHUUHDFK RQFH DXWKRULWLHV EHFRPH LQFUHDVLQJO\ DZDUH RI ELRPHWULF
HQFU\SWLRQ·VXQSURWHFWHGVWDWXV,WLVIHDVLEOHWRLPDJLQHWKDWDWVRPH
SRLQW LQ WKH QHDU IXWXUH VRPH GHYLFHV ZLOO XVH ELRPHWULF HQFU\SWLRQ
DOPRVWH[FOXVLYHO\3UHYHQWLQJJRYHUQPHQWRYHUUHDFKLVRQHRIWKHFRUH








RI WKH )LIWK $PHQGPHQW·V SURWHFWLRQ LV QHFHVVDU\ QRZ  ,W FDQ EH D
SURDFWLYHVROXWLRQLQVWHDGRIDUHWURDFWLYHUHPHG\WRDOUHDG\FRPPLWWHG














 6HHVXSUD3DUW, LQWURGXFLQJ WKHLVVXHDQGH[SODLQLQJZK\DQHZGRFWULQH LVQHHGHG
QRZ






WRRPXFKSURWHFWLRQ WR FULPLQDO VXVSHFWVDQGGHIHQGDQWV  6RPHZLOO
DUJXHWKDWWKLVGRFWULQHFUHDWHVDWRWDOEDUWRWKHJRYHUQPHQW·VDFFHVVWR
HQFU\SWHG GHYLFHV  +RZHYHU WKLV GRFWULQH GRHV QRW VHHN WR WRWDOO\
SURKLELW DFFHVV WR LQGLYLGXDOV· GHYLFHV WKURXJK ELRPHWULFV  7KLV
GRFWULQH RQO\ VHHNV WR H[WHQG WKH SURWHFWLRQ RI WKH SULYLOHJH WR D SRLQW
ZKHUH WKH JRYHUQPHQW PXVW FDUU\ WKH VDPH OHYHO RI SURRI DV QRUPDO
HQFU\SWLRQ  6SHFLILFDOO\ WKH JRYHUQPHQW FDQ VWLOO JDLQ DFFHVV WR WKH
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ELRPHWULFDOO\ HQFU\SWHG GHYLFHV WKLV GRFWULQH VHHNV WR UHTXLUH ODZ
HQIRUFHPHQWWRDFWZLWKLQWKH&RQVWLWXWLRQDQGVWLOOSURYLGHVDYHQXHVIRU
DFFHVVLQJLQIRUPDWLRQRQWKRVHGHYLFHV
7KLVGRFWULQH LVDOVRXQOLNHO\ WREHSUHHPSWHG LQ WKHQHDU IXWXUH
7KXV IDU RQO\ VHYHUDO FDVHV LQ WKH FRXQWU\ KDYH IDFHG WKH LVVXH RI
FRPSXOVLRQRIDSHUVRQ·VELRPHWULFVWRXQORFNWKDWSHUVRQ·VGHYLFH6R







ZLWK WKH LVVXH LQ D WLPHO\ IDVKLRQ FRQVLGHULQJ WKH FXUUHQW SROLWLFDO
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FOLPDWH  7KHUHIRUH LW LV XQOLNHO\ WKDW WHVWLPRQLDO ELRPHWULFV ZLOO EH
SUHHPSWHG
6RPHPD\DOVRDUJXHWKDWDQDPHQGPHQWWRWKH)LIWK$PHQGPHQWRI
WKH &RQVWLWXWLRQ LV D PRUH DSSURSULDWH URXWH  7KH LVVXH ZLWK WKLV
DSSURDFKLVWKHVKHHUGLIILFXOW\DQGUDULW\RIWKHSDVVDJHRIDQDPHQGPHQW
RUDGGLWLRQWRDSUHH[LVWLQJDPHQGPHQW(YHQLIDQDPHQGPHQWRUDQ













WHUP IEHD >KWWSVSHUPDFF%/46-:@ JLYLQJ RQH H[DPSOH RI WKH LPSDVVH
WKDWKDVSODJXHGWKH86JRYHUQPHQWLQUHFHQW\HDUV
 6HHVXSUDQRWHV²
 7KLV FRXQWHUSRLQW WR WKH WHVWLPRQLDO ELRPHWULFV GRFWULQH FDPH DERXW WKURXJK
GLVFXVVLRQVZLWKFROOHDJXHV
 6HH0DU\)UDQFHV%HUU\$PHQGLQJWKH&RQVWLWXWLRQ+RZ+DUG,W,VWR&KDQJH1< 7,0(6
6HSW   KWWSZZZQ\WLPHVFRPPDJD]LQHDPHQGLQJWKH
FRQVWLWXWLRQKRZKDUGLWLVWRFKDQJHKWPO >KWWSVSHUPDFF1%.+=9@ GLVFXVVLQJ
KRZGLIILFXOWLWLVWRSDVVDQDPHQGPHQWWRWKH&RQVWLWXWLRQDQGWKHSURFHVVIRUGRLQJVR
6HH DOVR (ULF 3RVQHU 7KH 86 &RQVWLWXWLRQ ,V ,PSRVVLEOH WR $PHQG 6/$7( 0D\  
KWWSZZZVODWHFRPDUWLFOHVQHZVBDQGBSROLWLFVYLHZBIURPBFKLFDJRDPHQGL
QJBWKHBFRQVWLWXWLRQBLVBPXFKBWRRBKDUGBEODPHBWKHBIRXQGHUVKWPO
>KWWSVSHUPDFF46*.<8/@ RSLQLQJ WKDW WKH &RQVWLWXWLRQ LV H[WUHPHO\ GLIILFXOW WR
DPHQG  :KLOH 3RVQHU·V LQWHUSUHWDWLRQ PD\ EH H[WUHPH KH PDNHV WKH SRLQW WKDW RXU
&RQVWLWXWLRQ LV YHU\ GLIILFXOW WR FKDQJH DQG DQ\ FKDQJHV FRXOG WDNH XQWROG \HDUV WR EH
UDWLILHG7KH7ZHQW\6HYHQWK$PHQGPHQWWRWKH&RQVWLWXWLRQWRRN\HDUVWREHUDWLILHG
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SULYLOHJH DJDLQVW VHOILQFULPLQDWLRQ LV WR SURWHFW IURP JRYHUQPHQW
RYHUUHDFKSURWHFWIURPLPSURSHUPHDQVRILQFULPLQDWLRQDQGPDLQWDLQ




VWDQGDUG IRU SUREDEOH FDXVH IRU D VHDUFK ZDUUDQW IDLOV WR SURWHFW
LQGLYLGXDOVIURPJRYHUQPHQWRYHUUHDFK
7KH ODZ LV VORZ WR UHDFW WR WKH UDSLG FKDQJHV LQ WHFKQRORJ\  7KLV
GRFWULQH SURYLGHV DQ RSSRUWXQLW\ IRU WKH ODZ WR PDLQWDLQ SDFH ZLWK




WKLVGRFWULQH WREHJLQSXVKLQJ FRXUWV WR UHFRJQL]H DQGSURWHFW WKHQHZ









WKDQN P\ FROOHDJXHV LQ 9ROXPH  RI WKH 9DOSDUDLVR 8QLYHUVLW\ /DZ 5HYLHZ  7KHLU
IULHQGVKLS DQG VXSSRUW PDGH WKLV GHPDQGLQJ MRXUQH\ DQ HQMR\DEOH DQG PHPRUDEOH
H[SHULHQFH
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